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Uputstvo za instalaciju JSignPdf aplikacije

Postupak elektronskog potpisivanja PDF dokumenta
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Potpisivanje .PDF dokumenta

2.1.  Potpisivanje dokumenta
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1. Instalacija JSignPdf aplikacije

Pokrenuti instalacioni fajl i nakon toga potrebno je slediti korake kako je prikazano na
slikama (crvena elepsa).

EE' JSignPdf_setup 1.4.3 wjre.exe 11/26/2012 9:51 AM  Application 42,227 KB

u:nt‘;bi

15! Setup - JSignPdf

Welcome to the JSignPdf Setup
Wizard
This will install JSignPdf 1.3.0 on your computer.

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

{ Cancel |

i5 Setup - JSignPdf

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

MOZILLA PUBLIC LICEMSE
Version 1.1

1. Definitons.

1.0.1, "Commercial Use” means distribution or otherwise making the
Covered Code available to a third party.

1.1, "Contributor™ means each entity that creates or contributes to

@) I accept the agreement

< Back (][ Mext = )[ Cancel




\ l. Setup will install JSignPdf into the following folder.

Select Destination Location
Where should 1SignPdf be installed?

To continue, dick Mext. If you would like to select a different folder, dick Browse.
":\Program Files (x86)\JSignPd I Browse)

At least 111.8 MB of free disk space is required.

<Back ([ mext> ])[ cancel

Select Start Menu Folder
Where should Setup place the program's shortouts?

i Setup will create the program's shortcuts in the following Start Menu folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse,

Browse. .. j)

| < Back Mext = Cancel




Ready to Install
Setup is now ready to begin installing 1SignPdf on your computer.

Clidk Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:
C:'Program Files (x86)\JSignPdf

Start Menu folder:
ISignPdf

instal  |) | cancel

15 Setup - ISignPdf =

Installing
Please wait while Setup installs 1SignPdf on your computer.

Extracting files...
C:\Program Files'JSignPdfib\jsignpdf-itxt-1.3.0.jar




Completing the JSignPdf Setup
Wizard

Setup has finished installing 1SignPdf on your computer, The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

Ce= )

Instalacija aplikacije JSignPdf je zavsena.

2. Potpisivanje .PDF dokumenta

Preduslovi za potpisivanje .pdf dokumenta su slededi:

1. Na racunaru korisnika mora da bude instalisana aplikacija JSignPdf.

2. Na racunaru korisnika mora da bude podeSen datum, vrijeme i vremenska (Casovna) zona
(GMT+01:00).

3. Korisnik koji vrsi potpisivanje mora da posjeduje licni (personalni) elektronski sertifikat i tajni
(privatni) kljuc.

Da bi se PDF dokument potpisao ili sertifikovao, potrebno je startovati aplikaciju JSignPdf (Start >
Programs —> JSignPdf - JSignPdf 1.4.3), uraditi Zeljena podesavanja na glavnoj formi i pritisnuti dugme
Sign It, kao sto je prikazano na slici 1. Zatim ce se pojaviti forma na kojoj je potrebno unijeti lozinku USB
tokena i pritisnuti dugme OK, kao Sto je prikazano na slici 3. Nakon ovoga dobice se poruka da je
dokument uspjesno potpisan (slika 4.).

Znacenje pojedinih polja i opcija na glavnoj formi aplikacije JSignPdf je sledece:

Keystore type: Potrebno je izabrati WINDOWS-MY.

Key alias: Potrebno je izabrati sertifikat kojim e se potpisati PDF dokument.

Input PDF file: Potrebno je izabrati PDF dokument koji ¢e biti potpisan.

PDF Encryption: Sifrovanje PDF dokumenta lozinkom ili sertifikatom i pode$avanje prava.



Output PDF file: Potrebno je izabrati naziv potpisanog PDF dokumenta i njegovu lokaciju.
Append signature to the existing ones: Omogucéava dodavanje novog elektronskog potpisa.

. Reason: Moguce je dodati razlog potpisivanja u elektronski potpis.

. Location: Mogude je dodati lokaciju potpisivanja u elektronski potpis.

. Contact: Moguce je dodati kontakt podatke potpisnika u elektronski potpis.

° Certification level: "Not certified" za potpisivanje (%), a "No changes allowed", "Form filling
allowed" i "Form filling and annotations allowed" za sertifikovanje (ft ).

. Hash algorithm: Potrebno je izabrati SHA-1.

. Visible signature: Omogucava vizuelni prikaz elektronskog potpisa u PDF dokumentu.

. Settings: PodesSavanje prikaza (veli¢ina slova, pozicija — x, y koordinate, odnosno broj stranice

ukoliko dokument ima vise od jedne stranice) elektronskog potpisa u PDF dokumentu slika 2.

Keystore type SHINDOWE Y .y | [7] Advanced view
| | || Remember passwords
Key alias Marina Izgarevic-1 - .ﬁ Load keys
Input POF file C:Wsers\marina.izgarevic\Desktopiobra: @ Browse ... |
I PDF Encryption :Nnt encrypted -
Cutput PDF file (optional) |C:\Usersimarina.izgarevic\Desktop\obra: '.[:J Browse ...

|| Append signature to the existing ones

Feason (optional)

Location {optional)

Contact (aptional) | (ATsAJOCSP/CRL |
Certification level :Nnt certified -
Hash algorithm :SH.ﬁ.l -

b Visible signature |

Slika 1. PoseSavanja aplikacije JsignPdf



15 A
“#' Visible signature settings u

Position E 1_1 Preview & Select i
Page | 1] 1-152
Lower Left X | 27.129757 | 0.0 - 505.6
Lowier left Y | 539,55396 | 0.0 - 649.6
Upper right X | 264.72064 |
Upper right ¥ | 621.67786 |
Settings
Display [Desalpﬁm anly - ] Acrobat & layer mode
Signature text -
Default
il
Signature font size | 6.0/
Status text | | [¥] Defauit
Image | | | W Browse ... |
Background image | | 'SE:' Browse ...
Background image scale | -1.0 |
[wowe ]

—
Slika 2. Podesavanja pozicije, lokacije potpisa u dokumentu

+ SignPdf Cutpuf L |

Starting JSigrPdf
Checking irput and output PDF paths.

Used key alims: Marina Isgarevic-1

Loading private key

Getting certificate chain

Opening input FPOF file: C:\Users‘marinas.isgarevic'Desktop'\PROEA SERTIFIKATA\marinm.pdf

Creating sigrature
Settirg certification lewel

Configuring visible sigrature

Use only layers recommerd by Acrchat §: twue
Settirg backgrourd image scale

Settirg Layer 2 text (description)

Settirg Layer 4 text (status)

Settirg Rerder mode

Creating visible sigrature

Processing (it may teke a while) ...

cEREEEEEREEEREREE

o
= Log on: Marina Izgarevié-MRT u

I B Log on to eToken eTOCRe n

Enter eToken password

eToken Name: | Marina Izgarevic-MRT |

Password: |"'""| |

I Current Language: EN

B | Ok | | Cancel |

SIika3. Unos lozinke prilikom elektronskog potpisivanja dokument

Creating output POF file: C:‘\Users‘marira.isgarevic)Desktop'\FPROEA SERTIFIKATA'\revizije.pdf



INFO
INED
INFO
INED
IHFO
INFO
IHFO
INFO
INED
IHFO
INFO

“» JSignPdf Output Console

Starting JSignPdf
Checking irput and cutput FOF paths.
Uszed key mliss: Marina Isgarevic-1
Loading private key
Getting certificate chain
Opening input FOF file: C:\Usershmarins. isgarevic\Desktop)\PROEA SERTIFIKATA\marina_ pdf
Creating ocutput FOF file: C:\Users'marina isgarevic'\Desktop\FROEA SERTIFIKATA\vevizija pdf
Cremting signmtura
Setting certification lewel
Configuring vizible signature
Use orly layers recommend by Acrchbat £: true
Setting backgrourd image scale
Satting Layer 2 text (desecription)
Setting Layer 4 text (status)
Satting Rendar mode
Creating wisible sigrature
Frocessing (it may take = while) ...
g Eesult PLOE stream
Finished: Signature succesfully created.

i) Close

Primjer PDF dokumenta koji je elektronski potpisan. Nakon otvaranja dokumenta u nekom od Adobe
paketa dobija se poruka da je koris¢eni elektronski potpis validan (slika 5.).

[ ¢ @ Signed and all signatures are valid. >

Ig Signatures

-

Validate All

= %2 Rev. 1: Signed by Marina Izgarevic

Signature is valid:

Documnent has not been modifig

Signed by the current user
Signature date/time are from th

Signature Details

Last Checked: 2014.10.03 11:59:26

Field: Signaturel on pagel

Click to view this version

Slika 5. Izgled elektronskog potpisa

Digitally signed by Marina Izgarevic
Date: 2014.10.03 11:58:54 CEST

IZJAVA VRSIOCA RE

SKLA

Informacije o elektronskom potpisu koje se odnose na validnost, izdavaoca i dr. moZete dobiti na kartici
Signature Details (slika 6.).



==

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

= PostaCG CA Surnmary KDE'EEHS |)e'vocation I Trust I Policies | Legal Motice

Marina Izgarevic¢ <ma

Certificate data:
MName Value g
&= Validity ends 2017/09/16 08:56:32 +02'00"
= Validity starts 2014/09/16 08:26:32 +02'00"
= Serial number 4CF39616
@ Signed and all signatures are valid. = Issuer cn= PosaCG CA, opost'.’_lﬁr c=me
= cn=Marina lzgarevic, serialNumber... [gm
=l Signature algori.. SHAL RSA E
Vs =
Val: - SN
Validate Al V| [cn=Marina Lzgarevic
- . . .. serialNumber=14902
% Rev. 1: Signed by Marina Lzgarevic ou=Ministarstve odriivog razvoja i turizma 02760517
Signature is valid: ou=Pravno lice
. o=PostaCG
Document has not been modifig \\c=me

I Signature Details
Certificate Details...
Last Checked: 2014.10.03 11:59:26

Field: Signaturel on pagel

Click to view this version a T | 3

a The selected certificate path is valid.

The path validation and revecation checks were dene at 2014/10,/03 11:58:54 +02'00"
Validation Medel: Shell
|

Slika 6. Informacije o elektronskom potpisu

Napomena: Ukoliko prilikom otvaranja elektronski potpisanog PDF dokumenta ne dobijete poruku o
validnosti potpisa, potrebno je dodati certifikat u Trust listu (Signature Details=>Trust—>Add to Trusted

Identities).
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2.1. Potpisivanje dokumenta od strane vise korisnika

U sluéaju potpisivanja dokumenta od strane vise korisnika vaZe ista podesavanja koja su prethodno
objasnjena pri ¢emu je potrebno omoguciti dodavanje potpisa kao Sto je prikazano na slici 7.

Keystore type WINDOWS-MY - Advanced view
. . [ Remember passwords
key alias Marina Izgarevic-1 - [ dﬂ Load keys ]
Input PDF file C:\Users\marina.izgarevic\Desktop \PROE [ '.L',j Browse ... ]
I POF Encryption iNot encrypted =

COutput POF file (optional) | C:\Jsersimarina.izgarevic\Desktop\PROE [ '.I;J Browse ... ]

#ppend signature to the existing ones

Reason (optional)

Location {optional)

Contact {optional) [ 3 TSA/OCSP(CRL ]
Certification level :Not certified -
Hash algorithm :5HA1 -
Visible signature [ {3} Settings ]
‘ “% sign It ‘
= ———

Slika 7. Dodavanje novog elektronskog potpisa

@ Signed and all signatures are valid.

Validate All

5 Rev. 1: Signed by Ivan Nedovic <

[Z# Rev. 2: Signed by Marina Izgarevic

Digitally signed by Ivan Nedovi¢ iai i i ié
Date: 2014.09.17 10:28:32 CEST Date: 2014 10,03 1235140 CEoT
pecat projektanta pecat revidenta

Slika 8. Primjer prikaza dokumenta koji je potpisan od strane dva lica
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